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Abstract. This article discusses issues surrounding the training of specialists in 

distributed information systems through the use of innovative methods and 

technologies in a virtual computer lab environment with an integrated knowledge 

management system. The article clearly shows how complex knowledge, skills, and 

professional competencies should be taught to IT specialists. It provides a detailed 

exploration of the architecture of the Virtual Computing Lab (VCL) and describes 

the successful experience of using the VCL in classes taught by the Department of 

Systems Analysis and Control at the Dubna State University. The article provides 

a detailed description of key components and integration technologies, and it also 

covers details of how it can be applied to distance learning. 
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1. Introduction 

When training highly skilled IT professionals, it is an important challenge for the 

university to teach professional competencies to graduates that they will be able to use to 

successfully solve a broad range of substantive problems that arise at all stages of the 

lifecycle of distributed corporate information systems. Such information systems in 

practice, as a rule, are used for enterprise management, workflow management in 

technological processes, IT infrastructure management, creating web-solutions for high 

availability, data collection, and data analysis and storage.  It is obvious that in order for 

students to learn these professional competencies, they need to master a large amount of 

theoretical material and to carry out practical exercises and research on the development 

of modern information systems, their deployment and support, the effective 

implementation of solutions for problem-oriented tasks, etc. [1, 3, 20]. 
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2. Background 

The organization of an effective process for the goal-directed training of IT experts has 

demanded a speedy solution to the following problems: an often insufficient number of 

classroom hours for students to cover a necessary and sufficient set of practical exercises 

that help students learn complex information systems; on a typical personal computer 

with average capabilities it is impossible to get real practical experience working with 

multi-component information systems because the hardware requirements for such 

systems often go beyond what is offered on typical home, office and laptop computers; 

sometimes there are difficulties installing and supporting some information systems, and 

these problems cannot be solved without gaining experience about how to use such 

systems; the single-user license cost is too high, and in most cases, such a license is 

required only for the duration of the learning process.  

The main way to solve these problems has been to create a virtual computer lab that is 

able to solve the problem of insufficient computing and software resources and to provide 

an adequate level of technological and methodological support; to teach how to use 

modern technologies to work with distributed information systems; to organize group 

work with educational materials by involving users in the process of improving these 

materials and allowing them to communicate freely with each other on the basis of self-

organizational principles [4-6, 13-15]. 

 

3. Brief concept of using virtual computer lab  

The virtual computer lab provides a set of software and hardware-based virtualization 

tools that enable the flexible and on-demand provision and use of computing resources in 

the form of "cloud" Internet services for carrying out research projects, resource-intensive 

computational calculations and tasks related to the development of complex corporate 

and other distributed information systems. The service also provides dedicated virtual 

servers for innovative projects that are carried out by students and staff at the Institute of 

System Analysis and Control. 

One main distinguishing trait of the virtual computer lab is its self-organizing 

principles, which make it possible to transition students from a rigid system of group 

security policies to a new system where each student can develop a sense of personal 

responsibility, respect for colleagues, and tolerance, which should provide a solid 

foundation for strengthening and developing basic European values in the education 

environment. It is clear that education is apolitical. Thus, today the need has arisen to 

incorporate technologies into the educational process that will contribute to general 

European integration in the foreseeable future. 

It is not arbitrary that education that is conducted through high-availability distributed 

information systems is a priority, because these types of software solutions have become 

an integral part of modern business. That’s why the task of designing and deploying 

failover clusters forms the topic of several special courses, which are designed to satisfy 

the demand for these skills by modern companies. When designing corporate information 

systems and ensuring the availability of critical applications that are independent of a 

particular hardware and software environment, it is critically important to ensure the 
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successful implementation of many key business processes.  Downtime, including for 

scheduled maintenance, leads to additional costs and the loss of customers, and the long 

outages are simply unacceptable for modern high-tech enterprises [7-16, 21, 22].    

In learning such practical skills, students must independently master the requirements 

for creating a failover cluster; determine the critical components that require redundancy; 

configure virtual machines; become familiar with advanced data storage tools and 

technologies, the principles for creating distributed systems, different types of server 

operating systems (Windows and Unix), and ways for ensuring their interoperability; 

learn about communication protocols on the basis of iSCSI; set up computer networks; 

draft security policies; and solve the problem of integrating system components. 

The task of deploying failover clusters demonstrates the capabilities of the virtual 

computer lab. It also illustrates how it can be used as part of practical lessons and 

extracurricular work, making it possible to train IT professionals in accordance with the 

requirements of the most advanced educational and professional standards. 

 

4. Structural components of virtual computer lab 

Blade servers are the hardware components that support virtual computer labs. They 

are compact and allow the space in the server room to be used more efficiently.  

The software platform of the virtual computer lab is implemented based on the 

VMware vSphere Software, which consists of vSphere ESXi hypervisors that handle all 

of the computing work of the virtual machines as well as vCenter Server central 

management servers. 

The vCenter Server consists of the following key components: 

vCenter Single Sign-On. This component is critical to the whole environment, since it 

provides secure authentication services for many vSphere components. Single Sign-On 

creates an internal secure domain in which the various components and solutions that are 

included in the vSphere ecosystem are registered during the installation or upgrade 

process, and subsequently they will be assigned basic infrastructural resources. Within 

the VCL architecture this component is responsible not only for internal authentication 

services, but it is also used to authenticate users from the university's internal domain who 

have Microsoft Active Directory accounts at the university. 

vCenter Server. The vCenter Server component is a central component that is used to 

manage the vSphere environment. This module provides management and monitoring 

interfaces for a number of vSphere nodes, and it also enables the use of such technologies 

as VMware vSphere vMotion and VMware vSphere High Availability. 

vCenter Inventory Service. Approximately ninety percent of vSphere Web Client 

requests to the server are just requests to read the current configuration of the system and 

its state. The Inventory Service is a component that caches most of the information about 

the current state of the environment in order to respond to vSphere Web Client requests 

so as to reduce the load on vCenter basic processes. 

vShere Server for Web Client (vSphere Web Client). vSphere Web Client is the main 

interface that is used to centrally manage the environment. It can be divided into two 

parts: the first server part, which serves requests from the second part, which is the end 

user's Adobe Flex compatible browser with support for NPAPI-plugins. It is worth noting 
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that the VCL may also be managed using the vCenter Server Desktop Client that is 

installed on the end user's computer. 

vCenter Server Database. The database is one of the key modules in the vCenter Server 

stack architecture. Almost every request sent to the vCenter Server entails communicating 

with the database. This database is the main storage location for vCenter Server 

parameters, and it is also a repository of statistical data. Saved statistical data make it 

possible to optimize system performance during subsequent analysis [23-25]. 

The NVidia Kepler graphics card is used for 3D virtualization, and VMware Horizon 

Suite is used for remote VDI connections as well as for creating images of virtual servers 

and workstations that are separated into layers using VMware ThinApp and for managing 

these images [18].  

A centralized management portal as well as a knowledge management system were 

created in order to manage the virtual computer laboratory. The need to create such a 

system was conditioned by the fact that students are able to learn about distributed 

information systems remotely, so it is important to create a social network between all 

participants as well as to create an environment that allows pupils the opportunity to 

independently engage in such processes as the identification, acquisition, presentation, 

and use (distribution) of knowledge without the direct involvement of the instructor. 

Methods of use (propagation) are directly related to storage methods and, 

consequently, the technological tools that may be used for the transmission of formal 

knowledge include knowledge bases with various search functionality; blogs, wikis, and 

social networks; "Wiki Textbooks" that allow all participants to collaboratively create 

and update educational content and exchange practical problems (including from real 

companies); as well as user blogs, forums, and group chat systems. [2, 7]. 

5. Approach to integration of the components 

One of the major components is an expert system that can automatically determine the 

number of virtual machines on the basis of a series of questions and answers and generate 

the needed configuration for a particular distributed system. This approach makes it 

possible to significantly expand the functionality of the Distance Learning System at 

Dubna University. In order to implement the approach, it was integrated with the VMware 

vSphere technology platform that was discussed above. In order to simplify 

understanding, the model uses a 3 server configuration, where the Alpha and Beta servers 

are the hypervisors, and the Gamma server is a management and authorization server that 

is connected to the central LDAP directory of Dubna University student accounts. 
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Fig. 1. Conceptual Integration Model of VCL’s knowledge management and expert 

systems with VMware technology platform 

 

 

The AP BL (Applied Problem (AP) business logic) Service and GIM DB components 

carry out the same functions as in the architecture example that is described above, which 

is designed to handle a business logic and database service. The main difference is that in 

this implementation, the communication between the business logic service and the VCL 

software platform occurs through the use of the web service provided by the VMware 

vCenter Server.  

Messaging is conducted using SOAP and HTTPS. SOAP (Simple Object Access 

Protocol) is a protocol for the exchange of structured messages in a distributed computing 

environment. Originally SOAP was intended mainly for the implementation of the remote 

procedure call (RPC). Now the protocol is used to exchange arbitrary messages in the 

XML format and not just for procedure calls. SOAP can be used with any application 

layer protocol, including SMTP, FTP, HTTP, HTTPS, etc. 

The VMware vSphere Web Client is the main tool for managing the VMware stack 

architecture. Architecturally speaking, it can be divided into two layers: the user interface 

layer and the service layer. 

The interface layer consists of the Adobe Flex application that appears in the user's 

web browser. This application contains all the user interface elements.  

The service layer consists of a collection of Java services that can be launched in the 

vSphere Web Client application server framework, which is based on the Virgo server. 

Java services interact with the vCenter Server and other parts of the vSphere environment. 

The vSphere Web Client application server includes the Spring Framework, which is 
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responsible for managing communications between the interface layer and the services 

layer [19]. 

The vSphere Web Client architecture is expandable due to the ability to install plug-

ins that utilize the Adobe Flex, HTML, and JavaScript technologies. This extension is 

designated as the Web Client Extension in the information system architecture diagram. 

It is this extension in particular in the implemented architecture that provides the end user 

with an interface that makes it possible to successfully implement applications. In 

conjunction with the service business logic, it also makes it possible to fully deploy an 

expert system to automatically generate virtual machine configurations on the basis of 

user answers to key questions.  If desired, the functionality of the business logic service 

can be transferred to the inner Java service in the Virgo server component. In this case, it 

is no longer necessary to have a separate business logic server, but, in the opinion of the 

authors, foregoing this server may somewhat complicate support, maintenance, and the 

migration of system components to new hardware. 

A fully conceptual model of the virtual computer lab is shown in Fig.2. The 

implementation of a virtual computer lab makes it possible to implement innovations, and 

it represents a significant leap forward over traditional educational approaches [8, 17]. 
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Fig. 2. Architecture of Virtual Computer Lab with schematic instances of user’s failover 

clusters 
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6. Conclusion 

It should also be emphasized that the virtual computer lab has helped us provide an 

optimal and sustainable technological, educational-organizational, scientific-

methodological, and regulatory-administrative environment for supporting innovative 

approaches to computer education. It promotes the integration of the scientific and 

educational potential of Dubna State University and the formation of industry and 

academic research partnerships with leading companies that are potential employers of 

graduates of the Institute of System Analysis and Control. 

The results that the Institute of System Analysis and Control has achieved in improving 

the educational process represent strategic foundations for overcoming perhaps one of the 

most acute problems in modern education: the fact that it tends to respond to changes in 

the external environment weakly and slowly. 

7. References 

1. Belov, M.A., Antipov, O.E.: Rol' virtual'nogo komp'yuternogo klassa kak komponenta 

virtual'noy komp'yuternoy laboratorii v sovremennom obrazovatel'nom processe. Materialy 

mezhdunarodnoy nauchno-prakticheskoy konferencii molodyh uchenyh i pedagogov, 

aspirantov i studentov, Kibernetika: vchera, segodnya, zavtra, Dmitrov. (2010) 

2. Belov, M.A., Antipov, O.E.: Programmnye komponenty yadra virtual'noy komp'yuternoy 

laboratorii i virtual'nogo komp'yuternogo klassa. Materialy mezhdunarodnoy nauchno-

prakticheskoy konferencii, Sovremennye dostizheniya nauki, Baku, Azerbaijan. (2010) 

3. Belov, M.A., Antipov, O.E.: Virtual'naya komp'yuternaya laboratoriya kak innovacionnyy 

instrument v komp'yuternom obrazovanii. Materialy konferencii Virtual'naya 

komp'yuternaya laboratoriya kak innovacionnyy instrument v komp'yuternom obrazovanii 

(materialy konferencii) – Materialy mezhdunarodnoy nauchno-prakticheskoy konferencii, 

Nauchnye itogi 2010 goda, Kiev, Ukraine. (2010) 

4. Belov, M.A., Antipov, O.E.: Razrabotka i vnedrenie programmno-apparatnoy platformy 

virtual'noy komp'yuternoy laboratorii v obrazovatel'nyy process vysshey shkoly. Materialy 

VII Mezhdunarodnoy nauchno-prakticheskoy konferencii, Nauka i sovremennost - 2010, 

Centr razvitiya nauchnogo sotrudnichestva, Novosibirsk. (2010) 

5. Belov, M.A., Antipov, O.E.: Opyt ispol'zovaniya otkrytogo programmnogo obespecheniya v 

virtual'noy komp'yuternoy laboratorii na osnove tekhnologii oblachnyh vychisleniy. 

Materialy VI Mezhdunarodnoy nauchno-prakticheskoy konferencii, Problemy i perspektivy 

razvitiya obrazovaniya v Rossii, Centr razvitiya nauchnogo sotrudnichestva, Novosibirsk. 

(2010) 

6. Belov, M.A., Antipov, O.E., Bugrov, A.N.: Sozdanie i opyt ehkspluatacii virtual'nogo 

komp'yuternogo klassa kak komponenta virtual'noy komp'yuternoy laboratorii, osnovannoy 

na COD s primeneniem serverov lezviynoy arhitektury. Materialy IV Mezhdunarodnoy 

nauchno-prakticheskoy konferencii, Nauka v sovremennom mire, Centr nauchnoy mysli, 

Taganrog. Izdatel'stvo "Sputnik+", Moscow. (2011) 

7. Belov, M.A., Antipov, O.E., Tokareva, N.A.: Arhitektura virtual'noy komp'yuternoy 

laboratorii dlya podgotovki specialistov v oblasti informacionnyh tekhnologiy. 

Komp'yuternye instrumenty v obrazovanii, No.4. (2011) 

8. Belov, M.A., Cheremisina, E.N., Antipov, O.E.: Rol' virtual'noy komp'yuternoy laboratorii 

na osnove tekhnologiy oblachnyh vychisleniy v sovremennom komp'yuternom obrazovanii. 

Distancionnoe i virtual'noe obuchenie, No. 1. (2012) 



46           Mikhail Belov et al. 

9. Belov, M.A., Antipov, O.E.: Tekhnologiya primeneniya virtual'noy komp'yuternoy 

laboratorii v uchebnyh kursah VUZa. Estestvennye i tekhnicheskie nauki, No.1. (2012) 

10. Belov, M.A.: Kontrol'no-izmeritel'naya sistema ocenki kachestva obucheniya v virtual'noy 

komp'yuternoy laboratorii. Kachestvo, Innovacii, Obrazovanie, No.3. (2012) 

11. Cheremisina, E.N., Belov, M.A., Sorokin, A.V., Antipov, O.E.: Innovacionnaya praktika 

komp'yuternogo obrazovaniya v universitete Dubna s primeneniem virtual'noy 

komp'yuternoy laboratorii na osnove tekhnologii oblachnyh vychisleniy. Programmnaya 

inzheneriya, No.5. (2012) 

12. Cheremisina, E.N., Belov, M.A., Mitroshin, P.A.: Kompleksnye sistemy ehlektronnogo 

obucheniya kak instrumentariy ocenki kompetenciy uchashchihsya. Nauka i biznes: puti 

razvitiya, No.5. (2013) 

13. Belov, M.A., Cheremisina, E.N., Lishilin, M.V.: Analiz klyuchevyh aktivnostey zhiznennogo 

cikla upravleniya znaniyami v VUZe i formirovanie konceptual'noy modeli arhitektury 

sistemy upravleniya znaniyami. Otkrytoe obrazovanie, No.3. (2013) 

14. Cheremisina, E.N., Belov, M.A., Lishilin, M.V.: Koncepciya innovacionnoy podgotovki IT-

specialistov s primeneniem virtual'noy komp'yuternoy laboratorii na osnove tekhnologiy 

oblachnyh vychisleniy i virtual'nogo znanievogo prostranstva. Vestnik Mezhdunarodnogo 

universiteta prirody, obshchestva i cheloveka Dubna, No.1. (2014) 

15. Belov, M.A., Tokareva, N.A., Lishilin, M.V.: Implementation of knowledge control elements 

into educational environment of Dubna university. Experiences and perspectives – 

International Scientific – Practical Conference Innovative Information Technologies, Prague. 

(2014) 

16. Belov, M.A., Tokareva, N.A., Lishilin, M.V., Antipov, O.E.: Ot virtual'noy komp'yuternoy 

laboratorii k upravleniyu znaniyami. Itogi i perspektivy. Kachestvo, Innovacii, Obrazovanie, 

No.9. (2014) 

17. Cheremisina, E.N., Belov, M.A. Lishilin, M.V., Tokareva, N.A., Sorokin, A.V.: Educational 

experience of using the knowledge management system based on Virtual Computerized Lab 

on the platform of cloud technologies. Fundamentalnye issledovaniya, No. 11. (2015)  

18. Belov, M.A. Cheremisina, E.N., Tokareva, N.A.: Virtual Computer Laboratory 2.0. 3D 

Graphics as Service. Methodological aspects of the use in research and education. In 

Proceedings of the XXV International Symposium (NEC'2015) on Nuclear Electronics & 

Computing, Budva, Montenegro. (2015)   

19. Belov, M.A. Cheremisina, E.N., Tokareva, N.A., Lupanov, P.E.: The experience of deploying 

a virtual computer lab in education — running failover clusters in a virtualized environment. 

Distributed Computing and Grid-technologies in Science and Education (GRID 2016), JINR, 

Dubna, Russia. (2016) 

20. The Association of Computer and Information Technology. Professional standards in the field 

of IT. [Online]. Available: http://www.apkit.ru/committees/education/meetings/standarts.php 

(current November 2016). 

21. Nonaka, I., Takeuchi, H.: The Knowledge-Creating Company: How Japanese Companies 

Create the Dynamics of Innovation. (1995) 

22. Dalkir, K.: Knowledge management in theory and practice. The MIT Press, London. (2011) 

23. Marshall, N.: Mastering VMware vSphere 6. John Wiley & Sons. (2015) 

24. Liebowitz, M., Kusek, C., Spies, R.: VMware VSphere Performance: Designing CPU, 

Memory, Storage, and Networking for Performance-intensive Workloads. John Wiley & 

Sons. (2014) 

25. Dekens, L., Renouf, A.: VMware vSphere powerCLI reference: automating vSphere 

administration. John Wiley & Sons. (2011) 

https://www.amazon.de/s/ref=dp_byline_sr_book_1?ie=UTF8&text=Ikujiro+Nonaka&search-alias=books-de-intl-us&field-author=Ikujiro+Nonaka&sort=relevancerank
https://www.amazon.de/Hirotaka-Takeuchi/e/B001HCX75K/ref=dp_byline_cont_book_2
https://www.amazon.com/Nick-Marshall/e/B00EDCPKME/ref=dp_byline_cont_book_1

