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Abstract. The present study examines the driving forces behind smart city 

implementations. Besides the results of international and European 

standardization efforts, the importance of holistic approach to cities and the issues 

of cities as complex systems will also be discussed. Furthermore, the relationship 

between cyber-physical systems and smart cities will be presented, and finally, 

certain conclusions will be drawn about the safety and security of smart cities. 

The urban structures and technological advances presented in this article mark the 

arrival of the next industrial revolution, which means that these intelligent and 

smart systems will cover all aspects of life. 
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1. Introduction 

Our paper aims to analyse the driving forces of Smart City implementation considering 

the industrial or technological evolution and their goals and trying to answer the 

following Research Question. What is a real "Smart City"? In the further sections, we 

will reveal the depths of this concept, and the reason why the "Smart City" concept is so 

important for the society that it can be paralleled with the "industrial revolution" [1]. 

In Section 2 we provide an analysis of the long term effects of urbanisation in view 

of the data of current world population prospects. The expected population growth 

concentrated in urban areas is already causing serious social, technological, political, 

and other problems today, and it will be an even more significant factor in the future. 

Inequalities in our societies between the more developed and the poorer regions will 

continue to grow. These social tensions manifest themselves, among others, in the 

problems of migration or urbanisation. It is enough to consider, for example, the slums 

and ghettos of megacities. Further in this section, we also present how the idea of Smart 

City is discussed in the international scientific literature. 
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Section 3 gives an overview of the most current holistic approach and Complexity 

theory implemented in Smart City models. We wish to underline the importance of 

thinking about smart city implementations as a system. It is not enough to develop a city 

in just one area, for example, from the aspect of environmental awareness, as there is an 

obvious interaction between different urban systems. Environmental awareness could 

not be achieved without the innovative solutions in transportation, and numerous other 

examples could be cited here. 

In Section 4, we examine the present state and future trends of standardisation. We 

see standardisation as the result of considering this issue in its complexity, which helps 

integrate the many different ideas, technologies and solutions for a common purpose. 

The co-operation of different standardization bodies also plays a significant role in the 

promotion of a holistic approach in this topic. 

In Section 5, we analyse a possible technical solution, that is, the relationship 

between the Smart City and the CPSs. Cyber-physical systems have already changed 

our societies to a significant extent. Today, it is impossible to imagine our lives without 

the conjunction of the physical and the virtual world. For instance, if we search for an 

address in a city, our first thought is to use a mobile device with a map application to 

find the right direction. There is a continuous development in our cities in the virtual 

elements complementing the physical environment. 

In Section 6, through the vision of healthy and safe cities, we look at several 

questions concerning safety. The complex cyber world poses new challenges for urban 

systems, too. The meaning of safety is different in case of an autonomous car connected 

to the internet and in case of a traditional vehicle. These challenges are especially 

apparent in smart city implementations. 

Finally, in the conclusion, we outline the achieved results, the limits of the research 

and the further work to be completed. The innovation, technological development and 

research potential involved in the creation of smart cities raise the prospect of a new 

smart liveable world bringing us the smart revolution of global development. 

2. Background to the research 

Since 1950 the world’s population has grown exponentially by 1.2% on average each 

year. By 2007 half of humanity lived in cities. (See Fig. 2.) Over the past couple of 

years, this proportion has increased, and it will further grow in the future [2] [3]. 

According to statistics, there are around 200 countries in the world, while the number 

of cities can only be estimated. In 2012, the estimate number of cities with a population 

of over 2 million was 230. In 2013 there were 346 towns in Hungary. On the list of the 

100 most populated cities, the first one is a megacity with a population over 37 million, 

while the last has slightly more than 3 million people. The population of Budapest was 

1 757 618 in 2015, therefore it was not included in the list of the top 100 cities. The 

United Nations predicts that “The world population is projected to increase by more 

than one billion people within the next 15 years, reaching 8.5 billion in 2030, and to 

increase further to 9.7 billion in 2050 and 11.2 billion by 2100.” [4] According to these 

projections, by 2030 the population of cities will increase as shown in Fig. 1. 
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Fig. 1. “Growth rates of urban agglomerations by size class 2014- 2030” [5] 

 

Fig. 2 shows the pace of urbanisation. As the UN states “Global urbanization is 

expected to continue, so that by 2050, the world will be one-third rural (34 per cent) and 

two-thirds urban (66 per cent), roughly the reverse of the global rural-urban population 

distribution of the mid-twentieth century.” [6] 

 

 
Fig. 2. The world’s urban and rural populations, 1950-2050 [6] 

 

Based on the data of the World Bank and of the national statistical offices, the 

following Fig. shows (see Fig. 3) the percentage of urban population within the total 

population between 2006 and 2014 in the world, in Europe and in Hungary. 
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Fig. 3. The proportion (in percentage) of urban population within the total population in 

the world, in the EU and in Hungary [7] 

 

As these different statistical data show, there is a continuous process of urbanization. 

The problems of humanity are concentrated in cities. Reasons for this can be traced to 

the density of population, the vast number of buildings and the complexity of 

infrastructure networks. Cities in themselves can also be described as networks, or the 

aggregate of systems and subsystems. The individual elements comprise a continuously 

changing artificial system, which functions like a living organism, and its technological 

complexity has significantly increased over the last decades. The process of “rapid 

urbanization is creating challenges and opportunities”. [8] “While urbanization and the 

opportunities its citizens seek out are certainly not new — from the Middle Ages in 

Europe to  the Industrial Revolution in the 1800s — the rapid pace of today’s migration 

is unprecedented. And the promise of the smart city is to help ensure that the economic 

and social benefits of urbanization are actually realized by curbing its negative 

consequences.” [8] 

The essence of the pioneer “smart” concept is the development of the common, 

synergic cooperation of different urban structures with the purpose of creating more 

liveable cities. Naturally, this will increase the complexity of the city as a system to 

such extent that cannot be predicted. This increased complexity and the connectivity of 

different systems will set new challenges both to experts and to the society as a whole. 

“Smart is more user-friendly than intelligent, which is limited to having a quick mind 

and being responsive to feedback. Smart city is required to adapt itself to the user needs 

and to provide customized interfaces.”[9] 

The key idea of creating a Smart City is to “Focus on the urban dweller.” Therefore 

the primary aim of all “smart” endeavours must be to ensure the well-being of people. 

Smart things (cities, materials, transport, etc.) are created in order to make human 

environment more liveable and to maintain it in the longer term (intelligent 

environments) [10]. All this should be achieved by providing users maximum benefits 

at the lowest possible cost. Improving and increasing the Quality of life (QoL) [11] for 

city dwellers are the main priority of all Smart City developments. 

The development of “smart” cities might be seen as a rather utopian or idealistic aim 

[12]. The ranking of cities according to their smartness is very similar to the energy 
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labels used for electrical goods. Like the A+ + + energy rating for these goods, the 

SMART+ + + rating may be the highest to achieve for cities in some years. Such a 

ranking method is shown in Fig. 4. 

 

 
Fig. 4. Levels of city smartness (World Council of City Data) [13] 

3. A holistic approach to the complexity of the Smart City 

The meaning of the word “holism” is rooted in the Greek word “ὅλος” (“holos”), which 

means “total” or “whole”. In the context of Smart City research, the word “holistic” is 

used to refer to the integration of the whole structure related to this topic. Therefore, the 

concept of “Smart City” can only be considered more than the traditional urban 

approaches and individual initiatives, if it covers all the aspects related to cities. On the 

other hand, if it includes this inconceivable amount of factors, it will be a system of 

significant complexity. The complexity of systems falls within the subjects of the 

Complexity theory. 

We must consider, however, whether the Complexity theory can be applied in the 

case of the Smart City.  

The following key characteristics can be examined when looking at complex 

systems:  

One of the characteristics of complex systems is self-organization, which means that 

at the initial state – which can be imagined as the combination of simple/traditional 

systems and complex systems – system elements will instinctively gain role in the 

creation of a system with new characteristics and new capabilities. It is important to 

note that the individual system elements are not able to develop such characteristics and 

they have not demonstrated these new characteristics before. Self-organization 

surpasses the limitations of predetermination, as such systems are characterized by 

development instead of stability. Another particularity of complex systems is their 

operation, which is based on the adaptivity to parallel processes. In these networked and 

de-centralized systems data-driven operation [14] is replaced by knowledge-driven 

operation and decision-making algorithms [15-17]. 

The operation of complex systems is so complicated that their complete dynamics 

would require a description that could match the complexity and extension of the whole 

system. Therefore, in order to examine them in a more simplified way, these system 

interactions will be described with the help of graph theory. The internal organization of 

such systems seems to be rather chaotic; it balances on the narrow border between 

complete order and complete chaos. Such “existence on the edge of chaos” [17] makes 

it difficult to apply the models based on rationality in research. Appropriate models are 

available to apply to systems which can be handled by traditional apparatus, for 

example the complexity of vehicles can be handled this way. However, self-organizing 

and dynamically and spontaneously changing systems, such as the technological 
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ecosystem of a city, cannot be examined in a traditional way, only by the methods 

applying to complex systems. [16, 17] 

The complexity of smart cities can be well demonstrated by Cohen’s wheel as shown 

in Fig. 5. Cohen names six major areas in smart city implementations. These 

characteristics are the following: smart economy, smart government, smart mobility, 

smart environment, smart living and smart people. The complexity of the Smart City as 

a system is obvious. 

 
Fig. 5. Cohen’s Wheel [18] 

 

At this point, we must examine how the concept of “Smart City” can be defined and 

whether there is an internationally accepted definition. For example, the Smart City 

expert Robert Hollands recognized that the idea of smart city is a kind of an “urban 

labelling” phenomenon [19]. Various organizations, companies and researchers have 

defined the concept of “Smart City” in many different ways. 

“Smart cities embrace technologically based solutions as an enabler of efficient, 

affordable and more sustainable urban living in times of resource scarcity, persistent 

austerity and high-tech innovations. However, cities’ evermore complex systems are, 

albeit unwittingly, causing mismanagement, future uncertainty and lack of transparency 

to exacerbate their challenges.” [20] 

In his paper Komninos envisages “the rise of intelligent cities in the globalisation of 

innovation networks, which appears in multiple forms in global technology markets, 

innovation and R&D offshoring, global technology transfer, new product co-

development and the subsequent needs for online environments of global 

collaboration.” [10] 

Deakin characterises the smart city in his book as “a city that utilises ICT to meet the 

demands of the market and community involvement in the process is necessary for a 

smart city” [21]. 
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In a study issued in October 2014, the International Telecommunication Union (ITU) 

summarized the definitions related to Smart and sustainable cities. The result of the 

research was the summary of 116 different definitions into a single general definition of 

the smart city. The ITU’s definition is the following: “A smart sustainable city (SSC) is 

an innovative city that uses information and communication technologies (ICTs) and 

other means to improve quality of life, efficiency of urban operation and services, and 

competitiveness, while ensuring that it meets the needs of present and future generations 

with respect to economic, social and environmental aspects.”[22] 

It is also important to define what exactly makes an urban system smart.  

The International Organization for Standardization/ International Electrotechnical 

Commission Joint Technical Committee issued the following definition of “smartness” 

in 2014: 

“The “smartness” of a city means its ability to bring together all its resources, to 

effectively and seamlessly achieve the goals and fulfil the purposes it has set itself. In 

other words, it describes how well all the different city systems, and the people, 

organisations, finances, facilities and infrastructures involved in each of them, are: 

• individually working efficiently; and 

• acting in an integrated way and coherent way, to enable potential synergies to be 

exploited and the city to function holistically, and to facilitate innovation and growth.” 

[23] 

“Smart can be defined as an implicit or explicit ambition of a city to improve its 

economic, social and environmental standards. The concept of smartness in terms of 

performance is highly relevant to technologically implementable solutions. In many 

cases, if there is some form of ICT, which is present in a city, the city or its activity is 

considered “smart”. ICT devices and services are only an enabler or purveyor which 

allows the “smartness” to percolate throughout a system. Just by having a personal 

computer (PC) or smart phone does not define "smartness" or intelligence. Specifically, 

the International Organization for Standardizations (ISO) has recently released a report 

(ISO/TR 37150:2014) entitled: “Smart community infrastructures – Review of existing 

activities relevant to metrics”. [23] 

The studies of smart cities are gaining new grounds involving various disciplines. 

With the help of standardization a worldwide definition is becoming increasingly 

accepted and applied in this field of study. It is still a long way, however, until the 

definition of “Smart City” becomes an axiom like Ohm’s law. 

4. Smart City standards 

The concept of “Smart City” is becoming more widely accepted at an international 

level. An increasing number of organizations and companies are recognizing the 

potential in this field. It is a huge business after all. All the big companies offer their 

own comprehensive solutions for municipalities. Having a closer look at the so-called 

“smart” cities, it can be stated that the picture is by no means complete with regards to 

the six characteristics. These cities only adapt certain individual solutions, therefore, the 

essence of the Smart City, that is the benefits gained from the co-operation of different 

systems, will be missing. For example, it does not make a city smart if all its vehicles 

are electrically driven. Electromobility only becomes part of a smart city, if the city’s 
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energy network and recharge infrastructure have a system-level relationship and 

communication [24]. It is necessary to maintain the energy balance of the Smart Grid 

(the energy network of the smart city). Electric vehicles are present in the city’s life as 

mobile system elements. In order to create smart cities, it is necessary to build complex 

networks from the range of different systems. Therefore, it is not enough to integrate the 

electric vehicles into a smart power grid. Further connections must be made with other 

systems, such as the application for finding free places at parking lots with fast public 

charging stations [18]. Another connection point may be if the vehicles signal when 

they need service even before an error occurs [25]. 

Meanwhile several European and world-wide organizations for standardization are 

working on the elaboration of Smart City directives. Among these organizations the 

following institutes must be mentioned: DIN - German Institute for Standardization, 

CENELEC - European Committee for Electrotechnical Standardization, CEN – 

European Committee for Standardization, ETSI - European Telecommunications 

Standards Institute, ISO - International Organization for Standardization, ISO/IEC JTC 

1 - International Organization for Standardization/ International Electrotechnical 

Commission Joint Technical Committee Information technology, ITU (International 

Telecommunication Union) Telecommunication Standardization Sector.[26] 

The complexity of the Smart City is well represented by the interrelationship of 

different standards, as the systems that are present in these cities cover all aspects of 

life.  

The ISO technical committees responsible for the elaboration of Smart City standards 

[27]: 

- ISO/TC 268 - Sustainable development in communities 

- ISO/TC 268/CAG 01 - Chairman Advisory Group 

- ISO/TC 268/SC 01 - Smart community infrastructures 

- ISO/TC 268/SC 01/AHG 02 - Best practice guidelines for transportation 

- ISO/TC 268/SC 01/AHG 03 - Case studies and recommendations with respect to the 

information sharing between multiple community infrastructures 

- ISO/TC 268/SC 01/TG 01 - Roadmap 

- ISO/TC 268/SC 01/WG 01 - Infrastructure metrics 

- ISO/TC 268/SC 01/WG 02  - Integration and interaction framework for smart 

community infrastructures  

- ISO/TC 268/TG 01 - Awareness-raising, communication and promotion  

- ISO/TC 268/WG 01 - Management System Standards 

- ISO/TC 268/WG 02 - City indicators 

- ISO/TC 268/WG 03 - Vocabulary 

 

Therefore, smart cities implementations are now supported by various international 

standards. The ISO TC 268 (Technical committee (TC), Subcommittees (SC), Working 

groups (WG), Task groups (TG), Ad-Hoc Group (AHG), Chairman Advisory Group 

(CAG)) under the title “Sustainable development in communities” deal with the 

elaboration of international Smart City standards. Since the creation of the parent 

organization 268 in 2012, three standards have been published thanks to their work. 

 

Published standards [28]: 
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- ISO 37120:2014 - Sustainable development of communities. Indicators for city 

services and quality of life.  

- ISO/TR 37150:2014 - Smart community infrastructures. Review of existing activities 

relevant to metrics. 

- ISO/TS 37151:2015 - Smart community infrastructures. Principles and requirements 

for performance metrics. 

 

Abbreviations: Technical Report (TR), Technical Specification (TS) 

 

In the forthcoming years important standardization efforts will be made in relation to 

smart cities. According to the available information, intensive preparatory work is in 

progress to issue further standards. 

Further standards under development [29]: 

 

- ISO/DIS 37101 - Sustainable development of communities. Management systems. 

Requirements with guidance for resilience and smartness. 

- ISO/DIS 37102 - Sustainable development and resilience of communities. 

Vocabulary. 

- ISO/AWI 37104 - Sustainable development in communities. Guide to establishing 

strategies for smart cities and communities. 

- ISO/WD 37120 - Sustainable development of communities. Indicators for city 

services and quality of life. 

- ISO/DTR 37121 - Inventory and review of existing indicators on sustainable 

development and resilience in cities 

- ISO/NP 37122 - Sustainable development in communities. Indicators for Smart 

Cities. 

- ISO/DTR 37152 - Smart community infrastructures. Common framework for 

development and operation. Ad hoc group report. 

 

Abbreviations: Draft International Standard (DIS), Approved Work Item (AWI), 

Draft Technical Report (DTR) 

5. Overview of smart technologies opportunities in support of 

Smart Cities 

As it was discussed at the IEEE Smart Cities Conferences and the Emerging 

Information and Technology Conference, Smart City research and development can 

involve more than 160 thematic areas. We have listed some major areas below. We have 

carried out our studies in these areas. This list also clearly shows the possible trends of 

standardisation. 

There were a lot of areas of Smart City developments discussed at the Emerging 

Information and Technology Conference [11]. For reasons of limited space of the 

present article, from the above-mentioned technologies we focus on Cyber-physical 

systems, as they can have a fundamental role the implementation of the other systems.  
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6. Cyber-physical systems (CPS) 

“Embedded systems have always been held to a higher reliability and predictability 

standard than general-purpose computing. Consumers do not expect their TV to crash 

and reboot. They have come to count on highly reliable cars, where in fact the use of 

computer controller has dramatically improved both the reliability and efficiency of the 

cars. In the transition to CPS, this expectation of reliability will only increase. In fact, 

without improved reliability and predictability, CPS will not be deployed into such 

applications as traffic control, automotive safety, and health care.” [62] 

Smart City research must also examine the roles of various cyber-physical systems. 

Today’s cities have not only physical, but also virtual/cyber infrastructures. Cyber-

Physical Systems are such systems which connect the virtual world with the physical 

world with the help of embedded systems and infocommunication systems. 

Lee et al. writes the following in his book: “A cyber-physical system (CPS) is an 

integration of computation with physical processes whose behavior is defined by both 

cyber and physical parts of the system. Embedded computers and networks monitor and 

control the physical processes, usually with feedback loops where physical processes 

affect computations and vice versa.” [63] 

Besides the meaning of CPS, the meaning of embedded systems must also be 

discussed here. According to Noergaard an embedded system (applied computer 

system) must have certain characteristics. These characteristics are, for example, the 

devices of dedicated functionality which meet high quality and reliability requirements. 

Their functionality is much more limited than that of an industrial PC, but their 

reliability is much higher [64]. 

Urban systems can be divided into a virtual and a physical part. For example, 

according to Bu et al., the smart grid is such an infrastructure, too: “The smart grid is 

composed of a pair of infrastructures: a physical infrastructure and a cyber-

infrastructure. The electrical energy flows over the physical infrastructure. The cyber 

infrastructure is a large number of communication and computing networks, including 

wide-area monitoring, two way communications and enhanced control functions, which 

allows the interaction and feedback of socio-economic networks through the energy 

market.”[65] 

The differentiation between the virtual/cyber and the physical parts of various 

systems is, therefore, a real issue. It is enough to think about technical or physical 

infrastructures of different urban services, e.g. information technology systems, 

communication systems, energy systems, transport systems, etc. and their physical and 

virtual perspectives. From this aspect, these are all two-component systems. At the same 

time, by self-organization these traditional systems can develop those smart 

characteristics (e.g. smart transport) which are the basic requirements of smart cities 

(see the six characteristics by Cohen). 

7. Safety and security in smart cities 

“Modern society depends on sophisticated infrastructures to carry out its day-to-day 

activities. Such infrastructures includes buildings (e.g., homes, factories, offices, 

schools, shopping malls, etc.), utility networks (e.g., electricity, water, gas, sewage, 
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etc.), transportation networks (e.g., roads, railroads and stations, harbors, shipping 

channels and yards, airports, etc.), transport vehicles (trains, planes, buses, etc.), food 

and goods distribution networks, healthcare delivery systems, information technology 

(IT) networks, and so on. Efficient management of these physical and/or cyber 

infrastructures not only involves sophisticated control systems, but also computing and 

communication paradigms (see Fig. 6). Control of large-scale entities such as 

transportation systems could involve integrated communication, computing and control 

over wide geographic areas. The IT systems themselves play a dual role in this context: 

they have an associated physical infrastructure that needs to be conFig.d, managed, and 

protected. Yet, the IT infrastructure leads to a complex cyber world that helps control 

cyber-infused physical infrastructures.” [66] 

 

 
Fig. 6. The relationship between the cyber and physical world [66] 

 

Forrester defines the Smart City as “The use of Smart Computing technologies to 

make the critical infrastructure components and services of a city — which include city 

administration, education, healthcare, public safety, real estate, transportation, and 

utilities — more intelligent, interconnected, and efficient.” [8] 

“Based on the "digital city", "smart city" is widely used in daily livelihood, 

environmental protection, public security, city services and other fields.” [67] 

The interdependencies of systems in smart cities have a significant effect on the 

operation of the overall system. With the digitalization of the world and the interlocking 

of different systems, greater attention must be paid to safety and security. The creation 

of safe societies requires more than ensuring the protection of critical infrastructures. 

The EU strategy called “Horizon 2020” also includes Disaster-Resilience – DRS, Fight 

against Crime and Terrorism – FCT, Border Security and External Security – BES and 

Digital Security – DS. The safety and security of the systems connecting the physical 

and virtual world will become more important in proportion with their increased use. 

This is because any flaw in their operation can have an instant effect on the safety of 

cities and the quality of life. Their disruption can affect the characteristics of smart 

cities defined by Cohen. 



12           Daniel Tokody et al. 

 

8. Summary: The smart industrial revolution 

The present study has summarized the driving forces behind Smart City 

implementations, and the benefits of the holistic smart city. It has also discussed the 

relevant Smart City standards. It is clear that further standards are needed and they 

should be issued soon considering the following studies.  

In our opinion, the technologies relating to smart cities, for example cyber-physical 

systems, will play a significant role in the technical and economic life in the world. 

Thus, the increased use and market share of intelligent and smart systems will generate 

a new industrial revolution [68]. Not only infrastructures, transport systems and cities, 

but the whole world will become smart, which, in other words, will mean the smart of 

everything (evaluation of the smart revolution [68]). 
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